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Abstract—Performance evaluation of passive Radio Frequency 
IDentification (RFID) tags is a crucial but challenging task. In 
fact, tag performance depends on multiple factors like the 
goodness of the conjugate matching between chip and antenna, 
the chip sensitivity, and the strength and quality of backscattered 
signal. Moreover, passive RFID tags lack wired connectors and 
therefore cannot be directly interfaced with conventional 
measurement instruments. Some solutions for tag testing and 
performance evaluation are commercially available on the 
market, but they are expensive and not totally flexible. In this 
work we propose a novel approach to the problem of tag 
performance analysis based on Software-Defined Radio (SDR). 
We show that a SDR tool for UHF RFID reading allows the 
characterization of tag performance by any metric and for any 
operating frequency, with a total equipment cost below 1000 
USD. We present the methodology to measure tag sensitivity, 
differential radar cross-section and Signal-to-Noise ratio, and 
provide numerical results for five different tags. 

Keywords-RFID; Software-Defined Radio; GNU-Radio; tag; 
measurements. 

I. INTRODUCTION  
The adoption of passive Radio Frequency IDentification 

(RFID) technology in the UHF band (865-868 MHz in Europe, 
902-928 MHz in US, 952-954 MHz in Japan) is increasing 
rapidly. Due to low cost and ease of use, RFID based on the 
EPC Class-1 Generation-2 (Gen2) standard [1] is now the 
reference technology for a wide range of applications requiring 
auto-identification, item traceability or access control.  

The working principle of RFID systems is simple and 
effective. A wired device called “reader” transmits a modulated 
RF signal to a low-cost wireless “tag” to retrieve the 
identification number (EPC code) stored into its data memory. 
A tag is composed of an antenna and a chip with processing 
and storage capabilities. The effectiveness of the overall system 
is driven by the tag performance, which ultimately depend on 
the chip sensitivity and on the goodness of the conjugate 
matching between chip and tag antenna. The tag is a purely 
passive device, whose operating power is supplied by the 
reader during the Current Wave (CW) transmission phase, 
therefore limitations exist both on the energization range 
(forward link, from reader to tag) and on the reception range 
(backward link, from tag to reader). The energization range 
depends on the capability of the tag to harvest RF energy, and 

specifically on the tag sensitivity, i.e. minimum turn-on power 
of the tag. The reception range depends on the power of the 
signal backscattered by the tag relative to the noise level of the 
surrounding environment, i.e. on the so-called Signal-to-Noise 
ratio (SNR). Hereafter we show how tag sensitivity, differential 
radar cross-section (RCS) and SNR of tag signals can be 
measured accurately and cost-effectively with a SDR tool. 
Moreover, the tool can be used as a protocol analyzer to test 
Gen2 stadard compliance.  

Commercially available RFID test equipments are typically 
very expensive. National Instruments proposes a LabVIEW-
controlled PXI RF platform [2] which functions as RFID reader 
with variable frequency, power, and controllable protocol 
settings (Gen2 parameters). The system is extremely accurate 
but costs several tens of thousands USD. A considerably 
cheaper option is to resort to commercial RFID readers, but at 
the cost of reduced flexibility and accuracy. In fact, 
commercial readers log and return only high-level data and 
offer very little configurability, which prevents a complete 
observation and control over the PHY and MAC layer behavior 
of RFID systems. We propose here a third alternative approach 
that combines flexibility, accuracy and cost-effectiveness. The 
idea is to use an open-source Software-Defined Radio (SDR) 
[3] implementation of a Gen2 reader as testing platform. SDR 
provides high flexibility and control of the whole Gen2 
communication stack, down to physical layer functions.  

The freely available Gen2 reader by Buettner (see [4] and 
[5]), based on GNU-Radio [6] and the Universal Software-
Radio Peripheral (USRP) [7], was chosen as the starting point 
to develop our SDR tag performance evaluation system. We 
extensively modified the original Buettner’s code to suite the 
specific needs of test experiments. New features and metric 
extraction were implemented in order to turn the Buettner’s 
tool into a cheap and flexible tag testing platform. More details 
about our SDR measurement equipment are given in Section III 
while in Section IV the consistency of our approach is verified 
by conducting a wide test campaign over several commercial 
and self-built tags. 

II. PERFORMANCE ANALYSIS OF PASSIVE RFID TAGS 
Passive RFID tags are comprised of two elements: an 

integrated circuit (IC) chip and an antenna (see Fig. 1). The 
chip stores data and performs Gen2 protocol operations, while 
the antenna has multiple roles: absorbe power from the reader 
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Figure  1.    Structure of a passive RFID tag.

CW, receive reader signals and backscatter modulated tag 
signals. The chip and antenna must be considered jointly in 
order to correctly analyze the performance of the tag. Indeed, 
the chip design determines the minimum power required to 
activate the circuitry, but the antenna design is also important 
to define how well the absorbed power from the reader is 
transferred to the chip. The conjugate matching between 
antenna and chip impacts upon strength and clarity of tag 
signals during backscattering modulation.  

A. Tag sensitivity 
Using the free-space Friis model, the power received by the 

tag chip at distance d from the reader is given by: 
2
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where is the equivalent isotropically radiated 
power by the reader (Ptx and Gtx are respectively the input 
power and gain of the reader transmitting antenna),  and 
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2  are the gain and the power reflection coefficient of the tag 

receiving antenna,  is the wavelength and plf is the 
polarization loss factor. The power received by the chip also 
depends on the impedance mismatch between the antenna and 
the chip (see Fig. 1). We denote as  the minimum 

power required to turn-on the tag circuitry and as  the 
corresponding input power required at the reader transmitting 
antenna. With this position (1) is rewritten as: 
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where is the minimum EIRP needed to 
activate the tag chip. It is clear from (2) that the chip sensitivity 
value provided by RFID vendors is not sufficient to establish 
the tag limits of operation. Typically  does not depend 
much on the operating frequency while the factor 

,ON tx ON txEIRP P G

,TH chipP

2(1 )tagG  is greatly frequency-dependant and determines 
the tag resonance/activation. We define here a new parameter, 
the tag sensitivity , to account jointly for the chip and 
antenna design characteristics of a passive tag: 
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In Section IV we present a simple methodology for the 
estimation and frequency characterization of the tag sensitivity 
based on (3) via the SDR testing platform.  

B. Backscattered signal quality 
In the backward link, the power received by the reader 

antenna at distance d is again expressed by the Friis formula:  
2
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wherein Grx is the gain of the reader receiving antenna and 
tag  denotes the radar cross-section (RCS) of the tag. The 

latter can be approximated by [8]:  
2 2 2
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with  the resistance of the antenna impedance aR aZ , and 

cZ the impedance of the tag chip (ref. Fig. 1). To modulate the 
backscattered signal the chip switches cZ  between two values, 
namely ‘matched’ and ‘short’, representing the two modulation 
states. Therefore, the tag produces two distinct RCS values 
whose difference, known as differential RCS 

,tag tag matched tag short, , is related to the strength 

(power) of the backscattered signal. In Section IV we use our 
SDR test-bed to estimate tag at different frequencies. 

III. SDR TESTING PLATFORM 
In recent years the number of chip and tag vendors has 

grown considerably. RFID users need accurate and cost 
effective tools to test and characterize the performance of the 
large variety of RFID tags available on the market. Moreover, 
designers of tag antennas require a flexible platform to test 
their prototypes in combination with different chips and in 
different RFID bands, in real-time and under different 
operating conditions. In [9]-[11] the effect of Gen2 protocol 
parameters on tag performance is analyzed with a LabVIEW-
controlled PXI RF platform [2]. In [12] the chip sensitivity and 
RCS of different tags are measured with a commercial reader 
and a vector signal analyzer. Here we propose to consider an 
alternative approach based on Software-Defined Radio (SDR). 
The aim of SDR is to move the software domain as close as 
possible to the antenna in order to “turn hardware problems 
into software problems”, enabling radio engineers to work in a 
more accessible and flexible domain [3]. The USRP [7] is a 
device developed by Ettus Research LLC that enables a general 
purpose computer (PC) to serve as SDR platform. The USRP 
core is a motherboard with four ADCs and DACs and an Altera 
Cyclone FPGA. The ADCs/DACs are connected to the RF 
front-end located on a separate daughterboard, while the FPGA 
is connected by a USB2 interface to the host PC. GNU-Radio 
[6] is a software toolkit, licensed under GPL, to support SDR 



development in a Linux environment. In GNU-Radio, a 
transceiver is represented by a Python graph where the vertices 
map to signal processing blocks programmed in C++, and the 
edges represent data flow between the blocks. The toolkit 
includes drivers for the USRP by Ettus, and most GNU-Radio 
projects adopt the USRP as Tx/Rx terminal device.  

The idea of leveraging GNU-Radio for the analysis of 
RFID communications is not new. Buettner and Wetherall 
developed a complete Gen2 reader in [4] while De Donno et al. 
have recently released a receive-only device compliant with 
Gen2 standard (see [13] and [14]). We opt for the Buettner’s 
reader as the basis for building a cheap and versatile testing 
platform for RFID passive tags: this approaches provides full 
flexibility and total control of Gen2 PHY and MAC layers: this 
is a major advantage over commercial readers which typically 
offer very little configurability.  

In order to meet the requirements of the test experiments 
we modified considerably the original Buettner’s code. First, 
the receiving chain has been improved with major upgrades at 
the synchronization and decoding stages. Second, in the 
original code it was not possible to set arbitrarily and 
accurately the USRP transmitting power. The ability to test 
with different (known) transmit power level is of fundamental 
importance to determine the tag sensitivity. For maximal 
accuracy, the power setting must take place in the FPGA. To 
achieve that, the original FPGA firmware had to be rewritten: a 
new 16-bit register was added to store the desired USRP output 
power controlled, at the host, by GNU-Radio. Moreover, an 
automatic power control technique was implemented to 
stabilize the transmit power and assure a constant power level 
across the 860-960 MHz range. This solves a problem with the 
adopted antenna, namely the ALR-8610 circular antenna by 
Alien Technology [15], which is optimized for the European 
band and for which the return loss S11 varies widely across the 
considered frequency range: our system automatically adjust 
the effective radiated power according to the S11 
characterization file. Finally, we implemented the differential 
RCS estimation by processing the signal received from the tag. 
Additional details about the code improvement and technical 
implementation aspects can be found in an associated technical 
report [18].  

Such additional features were consolidated in a single 
measurement tool that automatically performs a precise 
evaluation of tag performance in both forward (sensitivity 
estimation) and backward link (differential RCS and SNR 
analysis) communication with a reader. We remark that the 
whole test equipment (USRP and daughterboard) costs below 
1000 USD, a small value if compared to the commercial 
devices mentioned above. 

IV. MEASUREMENTS 
Hereafter we present some illustrative experiment results 

obtained with our SDR RFID testing platform. Five different 
passive tags are evaluated: Alien Squiggle [15], Impinj 
Thinpropeller [16], DogBone and ShortDipole by UPM 
Raflatac [17], and a self-built Unisalento Tag. We connected 
two 5.5 dBi gain ALR-8610 circular antennas by Alien (one for 
transmission and one for reception) to the USRP and run our 

tool on a Quad Core PC with Linux OS. In order to emulate an 
ideal free-space environment the measurements were taken in a 
large outdoor area, with antennas and tags mounted on easels at 
height of 2 m.  

In a first set of experiments we evaluated the tag sensitivity 
defined by (3). The tag has been placed at a fixed distance d=1 
m from the Tx/Rx antennas and oriented in the direction of 
maximum gain. The minimum power required to communicate 
with the tag has been recorded at different frequencies in the 
860-960 MHz band with 1 MHz spacing. Then,  was 
estimated using (3) with 

,TH tagP
0.5plf  due to the circular 

polarization of the antennas. Table I summarizes the average 
tag sensitivity measured with our platform in three regional 
UHF RFID bands. 

TABLE I.  MEASURED TAG SENSITIVITY  

,TH tagP  [dBm] 
Tag 

Europe  
866-868 MHz 

US 
902-928 MHz 

Japan  
952-954 MHz 

Alien Squiggle -12.37 -13.1 -11.4 

Impinj ThinPropeller -14.74 -15.1 -16.28 

Unisalento Tag -16.06 -13.2 -12.89 

UPM ShortDipole -11.96 -13.01 -12.18 

UPM DogBone -12.31 -14.77 -14.48 

 
From the table it can be seen that each tag has a privileged 

operating band but works pretty well in the entire range of 
tested frequencies. This is primarily caused by the 

2(1 )tagG  term in (3) which dominates the frequency 
dependence of tag sensitivity. Our Unisalento Tag for example, 
equipped with the same Impinj Monza 3 chip of the 
ThinPropeller, performs better in the European band since its 
antenna is optimized for best performance at such frequencies. 
The effect of the antenna design is further highlighted by the 
different sensitivity values of UPM ShortDipole and DogBone 
tags, both equipped with the same NXP G2XM [19] chip. 

In a second set of experiments we evaluated the  differential 
radar cross-section tag . This is an important parameter for 
the tag performance in the backward link. Figure 2 shows the 
measured differential RCS values (in dB relative to a square 
meter) when varying the operating frequency. The RCS values 
are obtained by rearranging (4) as: 
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where rxP  is the difference between high and low power 
levels of the modulated tag signals received at the USRP. Note 
that the return loss of both transmitting and receiving antennas 
was taken into account to determine accurately the power of the 
backscattered signal. 



 

 
Figure  3.    SNR of tag transmissions at different frequencies. 

Figure  2.   Measured values of tags’ differential radar cross-section. 

In a third set of measurements the Signal-to-Noise Ratio (SNR) 
of the received tag signal was measured. Note that while RCS 
is a characteristic of the tag, the SNR depends on both the tag 
and the surrounding environment, specifically the nearby noise 
level. We set the USRP transmit power to 20 dBm, a value 
high enough to ensure tag activation. Again, the measurements 
were conducted at different frequencies with 1 MHz spacing. 
The results given in Fig. 3 confirm that the Unisalento Tag 
performs better than all the others in the European band, while 
on average the ThinPropeller prevails in the entire range of 
frequencies.  

V. CONCLUSIONS AND FUTURE WORKS 
In this work, a Software-Defined Radio implementation of a 
cheap and accurate tool for the performance evaluation of 
UHF passive RFID tags, both during forward and backward 
communication with a reader, has been presented. The use of  
Universal Software Radio Peripheral along with the specific 

daughterboard in the UHF band, leads to a cost of the main 
hardware below 1000 USD. The SDR technology, vice versa, 
guarantees strong versatility since the effect of Gen2 protocol 
parameters (both at PHY and MAC layers) on RFID tag 
performance can be completely evaluated. A preliminary but 
exhaustive measurement campaign has been carried out on 
five different passive tags, both commercial and self-built, 
demonstrating, de facto, the appropriateness of the proposed 
approach. The next step, consisting in the comparison of 
measurement results with theoretical radar cross-section and 
sensitivity values is work-in-progress.  
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