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A Battery-Assisted Sensor-Enhanced RFID Tag
Enabling Heterogeneous Wireless Sensor Networks

Danilo De Donno, Luca Catarinucci, and Luciano Tarricone

Abstract—This paper presents the design, realization, and
experimental validation of a battery-assisted radio frequency
identification (RFID) tag with sensing and computing capabilities
conceived to explore heterogeneous RFID-based sensor network
applications. The tag (hereafter called mote) features an ultra-
low-power FRAM microcontroller, a LED, temperature and
light sensors, 3-axis accelerometer, non-volatile storage, and a
new-generation I2C-RFID chip for communication with stan-
dard UHF EPCglobal Class-1 Generation-2 readers. A prelim-
inary RFID mote prototype, fabricated on a printed circuit
board using low-cost discrete components and equipped with
a small 225-mAh coin battery, provides an estimated lifetime of
3 years when sensing and computing tasks are performed every
30 seconds. Moreover, the reliable RFID communication range
up to 22 meters achieved in an indoor scenario represents, to
the authors’ knowledge, the longest distance ever reported for
similar sensor-enhanced RFID tags.

Index Terms—RFID, wireless sensor networks, mote, battery-
assisted passive, tag, computation, internet of things.

I. INTRODUCTION

MONITORING the environment, capturing significant
events, and interpreting physical space information

with sensors are increasingly demanded in several application
fields such as disaster prevention and recovery, surveillance,
home automation, healthcare, structure and machine diagnosis,
advanced traceability systems [1]. As pointed out in [2]
and [3], despite their success, current IEEE 802.15.4 based
wireless sensor networks (WSN) have a lifetime measured in
weeks or months, which is generally unsuitable for long-lived
applications requiring truly unobtrusive sensing. The radio fre-
quency identification (RFID) technology, recently maturated
and enhanced by computational RFID tags with sensors, has
a number of key aspects, such as small form factor, zero-
power backscatter communication, standardized identification
of nodes (tags), that make it a promising candidate to supplant
or complement existing WSN.

To date, the integration of communication, computation,
sensing/actuation, and storage functionalities in ultra-high-
frequency (UHF) RFID tags has raised widespread interest
among researchers, practitioners, commercial and industrial
enterprises. To the authors’ knowledge, the pioneers in con-
ceiving augmented UHF RFID tags were Smith et al. in 2005
with their wireless identification and sensing platform (WISP)
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implementing ID-modulation for sensor data transmission [4].
The same authors improved the WISP functionalities in 2008
[5] by developing the first battery-free programmable UHF
RFID tag with sensors. In our earlier work [6], we present
a short-range fully-passive UHF RFID tag for temperature-
sensing applications compliant with the EPCglobal Class-1
Generation-2 (Gen2 for short hereafter) standard. In [7], the
electronic components of an augmented UHF RFID tag (not
compliant with any existing RFID standard), including an-
tenna, microcontroller unit (MCU), and sensors, are integrated
in flexible organic substrates using inkjet-printing technology.
A battery-assisted Gen2-compliant RFID tag integrating a
moisture sensor and achieving a maximum read range of 3.4 m
is presented in [8]. Finally, authors of [9] discuss the imple-
mentation of a battery-assisted UHF RFID tag prototype with
an on-board digital temperature sensor. The tag is compatible
with the Gen2 protocol, is fully programmable, and exhibits a
maximum operating range of 12 m.

In addition to the research activity, RFID manufacturers and
suppliers have recently broken into the market with Gen2 tags
that incorporate sensing, computation, and data-logging capa-
bilities for unconventional RFID applications. Among them,
the most interesting are the SL900A sensory tag by Austria
Micro Systems (AMS) [10], the Easy2Log tag by CAEN
RFID [11], and the SensTAG by Phase IV [12]. Nevertheless,
none of the aforementioned solutions [4]-[12] encompasses
all the primary requirements conceivable for future RFID-
based sensing applications, e.g. the full compliance with RFID
standards and regulations (most devices need specific settings
for the reader), a satisfactory operating range, a variety of on-
board sensors, high expansibility and programmability. Note
that active tags (Class-4 tags) are not considered in this work
because of their incompatibility with existing EPCglobal RFID
infrastructures. In fact, in most cases, proprietary protocols
with no interoperability between manufacturers are used for
this class of tags.

This work presents the design and performance evaluation
of a long-range, Gen2-compliant, and programmable RFID tag
with on-board sensors (referred to in the sequel as RFID mote)
enabling heterogeneous RFID-based sensor networks. The
device relies on a novel approach exploiting a new-generation
RFID chip with dual communication interface: a wired I2C
interface managed by a microcontroller and a wireless UHF
interface for communication with standard Gen2 readers. Dif-
ferently from conventional passive tags (Class-1 and Class-2
tags), which harvest the energy required to operate from the
reader RF field, the RFID mote operates in battery-assisted-
passive (BAP) mode (Class-3 tag), i.e. it communicates with
the reader via the zero-power backscattering technique but
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Fig. 1. RFID mote prototype. Dimensions: 8x6x0.16 cm3.

Fig. 2. Functional diagram of the RFID mote. Red lines show how the on-
board power is routed to the functional blocks.

derives power from an on-board battery. The mote is fabricated
using off-the-shelf low-cost discrete components on an FR4
substrate (see Fig. 1) and is equipped with temperature, light,
and acceleration sensors. As discussed later in this paper,
compared to the aforementioned devices [4]-[12], our solution
exhibits superior performance in terms of maximum communi-
cation distance with the reader, power consumption, and sens-
ing capabilities. Moreover, in contrast to application-specific
fixed-function IC products, our approach, based on a printed-
circuit-board (PCB) design, offers flexibility to interface new
sensors, actuators, modules, and devices for further expanding
the RFID mote functionalities. To this end, the potentialities
of the RFID mote serving as an additional communication
interface or as a zero-power wake-up radio in 802.15.4-based
WSN have been discussed at the end of this work.

The paper is organized as follows. The RFID mote archi-
tecture, components, and design strategies are discussed in
§II. Next, a series of experiments aimed at assessing mote
performance are presented in §III, while potential applications
towards heterogeneous RFID-based sensor networks are envi-
sioned in §IV. Finally, conclusions are drawn in §V.

II. SYSTEM ARCHITECTURE AND IMPLEMENTATION

The overall architecture of the proposed RFID mote is
depicted in Fig. 2. The operating principle is simple yet

TABLE I
CAPABILITIES OF THE DEVELOPED RFID MOTE

Microcontroller
Type TI MSP430FR5969
FRAM (kB) 64
Minimum operation (V) 1.8
Active current (μA/MHz) 100
Sleep current (μA) 1
Wakeup time (μs) 7

Non-volatile storage
Chip On Semiconductor CAT24C256
Connection type I2C
Size (kB) 256

RFID communication
Protocol EPCglobal Class-1 Generation-2
Operating frequencies 865-868 MHz (European UHF RFID)
Data rate (kbits/s) 40~640
Chip Impinj Monza X-2K
Modulation Backscatter
Storage (kB) 2 (user memory)
Security Password-protected memory
R/W sensitivity Schip (dBm) -24
Active current (μA) 25
Sleep current (μA) 0

On-board sensors

Temperature
TI LM94021

Analog output
9-μA supply current

Light
MAX44009

16-bit digital output (I2C)
1-μA supply current

3-axis accelerometer

ADXL346
13-bit/axis digital output (I2C)

90-μA supply current
400-Hz output data rate

Interfaces
Programming Spy-Bi-Wire

Expansions I2C, SPI, 14 12-bit ADC
channels, and 40 GPIO

effective. A canonical UHF RFID tag, composed of a dipole-
like antenna and a Gen2 chip, makes up the RFID subsystem.
The main peculiarity of the adopted RFID chip is the capability
of its memory to be accessed via the I2C interface, in addition
to the standard Gen2 air interface. Consequently, sensor data
transferred over the I2C bus by means of an MCU are directly
accessible to conventional RFID Gen2 readers. A 3-V lithium
cell connected to a 3-V low-dropout (LDO) voltage regulator
supplies energy to the mote.

The block diagram depicted in Fig. 2 is thoroughly de-
scribed in the following subsections while a detailed overview
of computation, sensing, storage, and communication capabil-
ities of the developed RFID mote is provided in Table I.

A. Digital subsystem

The RFID mote is powered by a 3-V/225-mAh CR2032
button-cell lithium battery connected to a TI TPS78330 3-V
LDO linear voltage regulator with 500-nA quiescent current.
Additional energy sources or energy-harvesting modules [13],
[14] can be easily interfaced with the RFID mote by con-
necting them directly to the LDO regulator. The core of the
system is the ultra-low-power 16-bit TI MSP430FR5969 MCU
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Fig. 3. Organization of the sensor readings into 72-bit user-memory chunks.

implementing ferroelectric random-access-memory (FRAM)
technology. The MCU can run up to 16 MHz with 3-V supply
voltage and consumes approximately 100 μA/MHz in active
mode. The supply current reduces to 1 μA/MHz in sleep mode
with full RAM retention and 7-μs wake-up time. It provides
also 64 kB of FRAM, a 14-channel 12-bit 200-ksps Analog-
to-Digital Converter (ADC), and 40 GPIO. To further extend
the storage capabilities of the RFID mote, an additional 256-
kB serial CMOS EEPROM is connected to the MCU via the
I2C bus. A variety of analog and digital interfaces towards
external devices are provided by the RFID mote through
expansion headers and exposed solder pads. Among them, it is
worth mentioning the digital input/output ports (Wake-up IO
in Fig. 2) and the I2C bus which allow the RFID mote and,
for example, an 802.15.4 WSN node to wake each other up
and exchange data as envisioned later in §IV-B.

The MCU is programmed with an energy-efficient firmware
running at 1 MHz and implementing I2C read/write and ADC
sampling routines. The 12-bit ADC samples a TI LM94021
analog temperature sensor consuming down to 9 μA. Then,
readings from an ADXL346 accelerometer and a MAX44009
ambient light sensor are taken via the I2C interface. The
ADXL346 is an ultra-low power 3-axis accelerometer with
13-bit resolution measurements for each axis up to ±16g.
Its low-power mode provides 400-Hz output data rate with
a current draw of approximately 90 μA. The MAX44009,
instead, is the industry’s lowest-power ambient light sensor
(1-μA current consumption) with 16-bit resolution and a wide
dynamic range from 0.045 lux to 188000 lux. As sketched
in Fig. 3, the sensor readings are wrapped in a 72-bit data
chunk which is written (via the I2C bus) into the password-
protected user memory of the RFID Gen2 chip. In this way,
only authorized RFID readers can access wirelessly to the
stored sensor data. Compared with our prior work [6], which
opts for an organization of the sensor readings into the
EPC memory banks, the herein presented approach based on
the user-memory exploitation leaves the 96-bit EPC totally
reserved for mote/product identification, thus enabling fully
EPCglobal-compliant applications.

B. RFID subsystem

A compact dipole-like RFID antenna has been designed
and patterned directly on the PCB (see Fig. 1). The com-
plex input impedance of the antenna has been tuned to
match that of an Impinj Monza X-2K RFID chip [15]
(Zchip=Rchip+jXchip=20.83-j181.39 Ω) at 866.5 MHz, i.e. the
center frequency of the European UHF RFID band. The
Monza X-2K is an UHF RFID Gen2 IC with 2176 bits

(a) 3D radiation pattern

(b) E-plane polar radiation pattern

(c) Reflection coefficient

Fig. 4. Simulated radiation pattern and reflection coefficient of the designed
dipole-like RFID antenna.

of password-protected non-volatile memory (NVM) and an
I2C interface. As an I2C device, Monza X-2K operates as
a standard EEPROM whose contents can also be accessed
wirelessly via the Gen2 protocol. As previously described,
the MCU in the digital subsystem is programmed to sample
temperature/light/acceleration sensors and organize the data
into the user memory of the Monza X-2K as sketched in
Fig. 3. It is worth highlighting that BAP tags, also known
as Class-3 tags, are fully-compliant with the Gen2 standard.
Indeed, the EPCglobal organization has not so far released a
communication protocol specifically designed for Class-3 tags.

The antenna design takes cue from the commercial
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Fig. 5. Experimental setup used for real-time current measurements.

ALN-9660 RFID tag inlay [16] which uses meander lines
to achieve a very compact form factor (7.5x1.7 cm2). As
shown in Fig. 4(a), detailed simulations taking into account
the effect of the DC metal traces have been performed in
CST Microwave Studio by setting the minimization of the
reflection coefficient at the desired frequency (i.e. 866.5 MHz)
as the fitness function and by adopting a gradient-based inter-
polated quasi-newton optimizer. The E-plane polar diagram in
Fig. 4(b) depicts the typical dipole radiation pattern achieved
for the antenna (2.4 dBi is the maximum realized gain)
while the good impedance matching around the frequency
of interest (-13 dB is the reflection coefficient magnitude at
866.5 MHz) is highlighted in Fig. 4(c). Note that, depending
on the application and the harshness of the environment, a
directive patch antenna instead of an omnidirection dipole
could be used to achieve higher performance (e.g. a longer
read range) and platform tolerance [17].

III. EXPERIMENTAL RESULTS

A prototype of the RFID mote has been fabricated in our
labs by using a photolithography process on FR4 substrate
and handy soldering off-the-shelf discrete components (see
Fig. 1). A small female header provides the Spy-Bi-Wire
programming interface while solder landings expose the I2C
bus and other MCU ports for future expansions to external
sensors and devices.

In order to explore the mote capabilities and evaluate its
performance in real operating conditions, a series of experi-
ments was carried out. The achieved results are presented and
discussed below.

A. Current consumption and lifetime

Four different combinations of experiments were performed
with the RFID mote programmed to wirelessly deliver to a
nearby reader one measurement taken from the temperature
(TMP), acceleration (ACC), and light (LGT) sensors, and to
flash the LED. The MCU was configured to enter the sleep
mode upon task completion and to be awakened every 4
seconds by an internal timer interrupt. Since the DC voltage
supplied to the RFID mote is fixed at 3 V, the overall power
consumption depends on the absorbed current which was mea-
sured accurately by the experimental setup sketched in Fig. 5.
An Agilent DSO-X 2012A digital oscilloscope was used to
track the voltage drop across a 1-kΩ precision shunt resistor

Fig. 6. Current consumption of the RFID mote for different performed tasks
including the RFID communication with the reader. The MCU is waked up
from the sleep mode every 4 seconds by an internal timer interrupt.

specifically designed for current-sensing applications. Then,
the DC current flowing through the mote was calculated by
the Ohm’s law. As shown in Fig. 6, the MCU startup and sleep
phases consume Istartup=500 μA and Isleep=3 μA respectively,
while peaks of Iactive=200 μA occur during the active periods
of the MCU performing temperature/light/acceleration sensing
(TMP+LGT+ACC) and RFID communication. The current
consumption increases up to Iactive=400 μA when the flashing
LED is also considered.

The RFID mote lifetime Lbat due to the available on-board
power can be calculated by the following equation:

Lbat =
C

(Iactive ·D) + Isleep · (1−D)
(1)

where C is the battery capacity in Ampere per hour and D is
the duty cycle required by the sensing application:

D =
Tactive

Tactive + Tsleep
(2)

being Tactive (Tsleep) the duration of the active (sleep) period.
In addition to the energy-dependent lifetime Lbat, the

memory endurance, i.e. the maximum number of times an
EEPROM cell can be erased and rewritten, also impacts on
the overall lifetime. In order to wear all the EEPROM cells
evenly, a wear-leveling algorithm which rotates the sensor data
through the user-memory addresses was implemented on the
RFID mote. Since the 2176 bits of Monza X-2K user memory
can host up to 30 72-bit sensor-data chunks (see Fig. 3), each
of which stored at a different address, the endurance of 105

guaranteed erase/write cycles was increased by a factor of 30.
The Frame ID field of each chunk was used at the reader side
to reconstruct the history of logged data and rapidly determine
the current user-memory address. Assuming the RFID mote
programmed to generate and store one sensor-data chunk at
each active period (i.e. every Tsleep seconds), the lifetime Lmem
due to the limited memory endurance can be calculated by the
following formula:

Lmem = E · Tsleep (3)
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TABLE II
ACHIEVABLE RFID MOTE LIFETIMES — HR: HOURS, D: DAYS, YR: YEARS

Tsleep (s) D Lbat
Lmem

(w/o w. l.)
Lmem

(w/ w. l.)
0.1 0.83 56 d 2.8 hr 3.5 d
1 0.33 136 d 1.2 d 34 d
30 0.02 3.7 yr 34 d 2.8 yr
60 0.008 5.6 yr 69 d 5.7 yr

being E the maximum number of guaranteed erase/write cy-
cles. Clearly, the overall RFID mote lifetime can be estimated
as the minimum between Lbat and Lmem.

Table II reports the achievable lifetimes Lbat and Lmem
(with and without the wear-leveling algorithm) for the mote
performing temperature/light/acceleration sensing and RFID
communication (Tactive=500 ms) every Tsleep seconds. The
considered on-board battery is a CR2032 lithium cell with
capacity C=225 mAh. As shown, the overall lifetime is pri-
marily determined by the Monza X-2K memory endurance
which benefits of a 30-fold extension when the wear-leveling
algorithm is considered (column Lmem w/ w.l). In such a case,
an overall lifetime of approximately 3 years can be achieved
when the RFID mote is configured to enter the sleep mode
upon task completion and to be awakened every 30 seconds. It
is worth noting that Lbat nearly equals Lmem when Tsleep is set
to one minute and the wear-leveling technique is implemented.

B. Sensitivity and read range

As described in §II-B, the RFID subsystem of the mote
comprises a Monza X-2K chip and a dipole-like antenna. In
order to correctly characterize the RFID performance, chip and
antenna must be taken into account jointly. Indeed, the chip
determines the minimum RF power required to reliably decode
the reader commands — Schip=-24 dBm is the sensitivity of
Monza X-2K with battery assistance — and, at the same time,
the antenna plays a crucial role in terms of power transfer to
(forward link) and from (backward link) the chip.

The sensitivity of the RFID mote was measured in anechoic
chamber by connecting a software-defined radio (SDR) equip-
ment implementing the Gen2 protocol [18], [19] to a circularly
polarized antenna (gain Gtx=5.5 dBi) placed at d=1 m of
distance from the mote. Both the mote and the instrument’s
antenna were oriented in the maximum-gain direction. The
minimum power Ptx,on required to communicate with the mote
was recorded at different frequencies in the 860-930 MHz
band with a 1-MHz step. Then, the mote sensitivity Smote
was calculated by the following equation (see [18] for details)
based on the free-space Friis propagation model:

Smote = EIRPonGmote

(
λ

4πd

)2

ηplf (Watt) (4)

where EIRPon = Ptx,onGtx is the minimum equivalent isotrop-
ically radiated power (EIRP) required to communicate with the
mote, Gmote≈2.4 dBi is the maximum gain of the RFID mote
antenna (see Fig. 4(a) and Fig. 4(b)), λ is the wavelength, and
ηplf=0.5 is the polarization loss factor due to the circularly

Fig. 7. Measured sensitivity of the RFID radio interface (Smote on the primary
y-axis) and theoretical communication range (dmax on the secondary y-axis).

Fig. 8. Measured fraction of successful reads from the RFID mote user
memory performed by a commercial Gen2 reader at different distances.

polarized antenna of the SDR equipment. As shown in Fig. 7,
the good impedance matching of the designed RFID antenna
around 866.5 MHz (ref. Fig. 4(c)) makes the actual mote
sensitivity Smote almost identical to Schip in the European UHF
RFID band. Moreover, the rapid degradation of Smote when
moving away from this frequency band replicates precisely
the trend of the antenna reflection coefficient.

The maximum reader-tag communication distance is def-
initely one of the most popular metrics for characterizing
the performance of UHF RFID tags. In fact, as verified
experimentally in our earlier work [20], current UHF RFID
systems are forward-link limited, i.e. the maximum reader-tag
communication distance is determined by the tag sensitivity.
Hence, the theoretical read range achievable by the RFID mote
at each frequency can be easily estimated by the following
equation derived from (4):

dmax =
λ

4π

√
EIRPmaxGmoteηplf

Smote
(5)

where EIRPmax=3.2 W is the maximum reader EIRP allowed
by the European regulations. The dmax plot in Fig. 7, which
was obtained by including in (5) the Smote values from the
previous experiment, shows a theoretical reader-mote commu-
nication range of approximately 23 m at 866.5 MHz.
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TABLE III
COMPARISON OF BATTERY-ASSISTED RFID GEN2 SENSOR TAGS

Reference Read
range (m) On-board sensors Active

current
RFID mote 22 3 (TMP, LGT, ACC) 200 μA
[8] 3.4 m 1 (moisture) 1.5 mA
[9] 12 m 1 (TMP) 15 mA
SL900A [10] 5.2 1 (TMP) 200 μA
Easy2Log [11] 10 1 (TMP) n.a.
SensTag [12] 6 1 (specified by the user) n.a.

In order to experimentally corroborate such a result, a com-
mercial Gen2 reader, operating in the 865-868 MHz frequency
band with EIRP set to EIRPmax=3.2 W, was used to inter-
rogate the RFID mote at different distances. The experiments
were conducted in a large lecture room with reader antenna
and mote placed in the line of sight (LOS) 1.5 m above
the floor, both oriented in the maximum-gain direction. The
reader-mote distance was increased in steps of 0.5 m and, for
each measurement point, the reader was instructed to perform
1000 attempts to read the sensor data from the Monza X-2K
user memory. The fraction of successful accesses to memory
when varying the reader-mote distance is plotted in Fig. 8.
As shown, the success ratio remains above 80% up to 22 m
before falling sharply to zero. Accounting for the multipath
fading and other radio-propagation phenomena, such a result
is in quite good agreement with theoretical findings.

The RFID mote characteristics compared with those of
similar battery-assisted Gen2-compliant sensor tags are sum-
marized in Table III. Despite an unlimited operational lifetime,
passive devices [4]-[7] are not included in the comparison
since their short operating range, reduced sensing and com-
puting capabilities, and not fully compliance with the Gen2
standard make them definitely not suitable, at least nowadays,
for large-scale deployments in sensor networks. As shown
in Table III, the proposed RFID mote is the longest-range
computational RFID tag integrating up to three sensors. The
device closest to our mote in terms of communication range
is [9], whose current draw, however, is almost two orders of
magnitude greater than that exhibited by our device. Finally,
although SL900A [10] has the same current consumption of
our mote, its read range is approximately four times smaller.

IV. POTENTIAL APPLICATIONS

WSN are ad-hoc networks of small, cost-effective devices
that cooperate to provide monitoring and control functional-
ities in critical applications including industrial, military, se-
curity, home, automotive, and healthcare scenarios. Currently,
most WSN motes are battery-powered computing platforms
[21] integrating analog/digital sensors and an IEEE 802.15.4
module for wireless communication. The RFID mote proposed
in this paper enables the design and development of future
RFID sensor networks (RSN) [2] which might be envisaged
as an alternative to existing WSN and/or as an augmentation of
current WSN capabilities. To this end, potential applications of
the RFID mote, employed as a stand-alone device or integrated
with WSN motes, are presented and discussed below.

Fig. 9. RSN, WSN, and envisioned infrastructure of heterogeneous (RFID-
WSN) wireless sensor networks.

A. Stand-alone RFID mote

RSN consist of small, RFID-based sensing and computing
devices (e.g. the RFID motes introduced in this paper) and
RFID readers accurately deployed in the monitoring area
to provide full coverage (see Fig. 9). The extremely low
power consumption of the RFID motes and their small form
factor open up new application spaces where long-lived or
inaccessible devices are paramount and the installation of
RFID readers is feasible, e.g. in home sensing and factory
automation scenarios. Moreover, in contrast to fully-passive
tags which need to constantly harvest energy from the reader
RF field, the on-board lithium battery of the RFID mote
allows it to autonomously operate and log sensor data even
outside the reader coverage area, thus enabling truly mobile
applications. As a simple proof of concept, the following
experiment aimed at verifying the RFID mote capabilities to
perform environmental sensing was conducted. The mote was
placed near the window of a standard office room to monitor
indoor temperature and light conditions over the course of a
day. A reader antenna mounted on the ceiling was used to
interrogate the mote and collect the sensor data at the host
PC. The results reported in Fig. 10 show how the sensor
measurements performed by the RFID mote are consistent
with events occured over the 24-hour observation period. For
example, when the window was opened at about 6 a.m. the
temperature decreased because of the fresh air entering from
outside. Similarly, the temperature increased when the window
was closed in late afternoon. Ligth and temperature drops
around 5 p.m. were due to the approaching sunset.

Apart from this trivial, demonstrative utilization, much more
complex applications can be envisioned. Let us consider, for
instance, the RFID mote embedded into consumer electronics
and transportations. In one scenario, the RFID mote could be
instructed by the reader to program, configure, and personalize
electronic devices (e.g. tablets, printers, laptops, cameras, etc.)
at the point of sale, without them being unpacked from their
boxes. Furthermore, significant events occuring during the de-
vice lifecycle, e.g. shocks, temperature or humidity violations,
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Fig. 10. 24-hour temperature and ambient light monitoring performed by the
RFID mote in an indoor scenario.

tampering, could be recorded by the mote. A sort of black box,
easily accessible, to speed up the troubleshooting and verify
the observation of warranty conditions even without powering
up the device. Among the others, automotive systems could
also benefit from installing the RFID mote on vehicles. Access
permissions in restricted traffic zones could be automatically
verified by RFID gates not only on the basis of static data (e.g.
the license plate number transmitted by the mote), but also of
dynamic data, such as engine emissions, proper functioning
of anti-pollution systems, compliance with road tax and car
insurance payments.

To sum up, the key attributes of the RFID mote could enable
a whole array of Internet of Things (IoT) applications where
everyday networked objects with sensing and computing capa-
bilities interact with each other to create smart environments.

B. RFID-WSN integration

The main drawback of RSN compared to current IEEE
802.15.4-based WSN is that only star topologies can be
envisioned due to the intrinsic capability of the RFID motes to
interact with readers (i.e. network gateways) solely via single-
hop communications. On the other hand, WSN motes consume
significantly more power than RFID motes, thus making the
overall network lifetime one of the major limitations [22], [23].

RSN and WSN hence represent two complementary tech-
nologies whose integration might augment their fucntionalities
and extend their range of applications. As an example, we
envision the heterogeneous RFID-WSN depicted in Fig. 9
made up of an infrastructure of RFID readers and IEEE
802.15.4 gateways sharing the same backbone network and
providing full coverage of the monitoring area. RFID motes,
WSN motes, and super motes integrating both RFID and IEEE
802.15.4 radio interfaces are scattered in the environment to
perform sensing, computation, and control tasks depending
on the application. In such a scenario, super motes represent
an added value because the communication with the overlay
backbone network (last hop) can be performed via the zero-
power RFID interface while the interaction among them takes
place in a multihop fashion via the IEEE 802.15.4 protocol.
Moreover, super motes mantain the basic RFID functionality,
i.e. the unique EPCglobal-standardized identification of the

object the super mote is attached to. The potentialities of such
a global WSN/RFID infrastructure are discussed in [24] where
an EPCglobal architecture framework supporting sensor data
sharing is presented.

As another interesting application, the RFID interface of
super motes can be used as an ultra-low-power wake-up
radio. In fact, idle listenining, i.e. the operating state in
which a WSN mote is active and waiting to receive data
via the IEEE 802.15.4 interface, is a large source of power
consumption in WSN — the current absorbed by the most
popular 802.15.4/ZigBee transceiver, i.e. the TI CC2420, is
approximately 20 mA during idle listening. Generally there
are two approaches to reduce the energy consumption due
to idle listening: duty cycling the node and using a wake-
up radio. Duty cycling is an effective solution but relies on
tight time synchronization among the nodes to achieve good
performance. On the contrary, in the envisioned scenario, the
overlay network of RFID readers could be used to send a
specific command, which could either be multicast or targeted
to a subset of nodes, to wake up only the super motes required
to perform a given task. Since the RFID interface of a super
mote consumes 25 μA during communication (roughly three
orders of magnitude less than the CC2420), such a mechanism
has the potential to save the significant energy waste caused by
idle listening in IEEE 802.15.4-based WSN. Previous attempts
to leverage RFID communications to wake up WSN nodes
have produced poor results, mainly in terms of achievable
wake-up range. For example, the WISP-Mote [25] is, to the
authors’ knowledge, the most effective device in the literature
and exhibits a maximum wake-up range of 4 m, which is more
than five times smaller than that achievable by our RFID mote.

V. CONCLUSION

In this paper, the design, prototyping, and experimental
validation of an RFID sensor module (mote) compliant with
the UHF RFID Gen2 standard have been presented. The
RFID mote operates in battery-assisted passive mode with
a 3-V/225-mAh lithium cell and features an ultra-low-power
microcontroller which manages an analog temperature sensor,
a digital ambient light sensor, a digital 3-axis accelerometer, a
LED, and a 256-kB EEPROM. Sensor readings are organized
into the password-protected user memory of a new-generation
I2C-RFID chip and transmitted to the interrogating reader via
the zero-power backscattering technique.

A preliminary RFID mote prototype, fabricated on a PCB
using low-cost off-the-shelf discrete components, has shown
appealing perfomance in terms of both communication range
and lifetime. As for the former, RFID-based sensor data
transmissions up to approximately 22 m of distance from
the interrogator have been achieved in an indoor scenario.
To the best of the authors’ knowledge, this represents the
longest communication distance ever reported for similar
sensor-enhanced RFID devices. As for the latter, the ultra-
low power consumption of the device, along with a wear-
leveling algorithm to optimize the memory usage, provide
up to 3 years of lifetime when the mote is programmed to
perform temperature, light, and acceleration sensing every
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30 seconds. Taken collectively, functionalities, capabilities,
and performance of the RFID mote enable the vision of large-
scale RFID sensor networks as an alternative and/or as an
augmentation of existing IEEE 802.15.4-based WSN.
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